Living in the age of information, each and every action result in some form of data creation. According to statistics, over 300 thousand tweets and over 4 million Facebook posts are being generated per minute. Knowing the fact that more users and more data require more security. In the modern era, security and reliability have become the major concerns for an individual or an organization. In this paper, various terminologies, techniques and methodologies related to Intrusion Detection and Prevention System (IDPS) have been discussed. This paper provides different approaches on implementation of IDPS that is based on in-depth study of various research endeavors. It majorly deals with the concept of Intrusion Detection System using Snort which is a popular tool for network security. It is widely accepted by corporate sectors in order to secure their organization's network. The paper gives a fair knowledge of Snort, about its purpose, the modes it associated with, its implementations and the applications. Review has been made on the basis of the studies and research done in the literature section.
